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ABSTRACT

Until recently, communication and reday engineers have had two basic cholces for
teleprotection: poweding camier (PLC) and audio tones over andlag. microwave, or
lecsed telephone circuits. With the wide acceptance of fiber optics and digital
microwave, high-speed digital circults are now available for use on transfar trip circults
that have traditionally been powerline carier or audio fone, PLE is o natural for the
utiliry industry, which 1§ somewhat in control of the medium. Howeves, with the avalloble
spectrum being reduced (alther by frequency congestion or govemment agancios
recllocating large chunks for use by others), It Is becoming more and more difficult to

apply.

Audio tones over leased circuits was a decent altemative to powerling carrar prior o
the break-up of AT&T, Now, with many different companies confroling the Nation’s
telephone lines, there is o possibllity that senvice relability may be adversely affected.
Even so-called dedicated lines can be handled by more than one carier, Audio fanes
over utilify-owned analog microwave is still o viable medium, ond probabily will be for
years to come.

SOURCE: Refarence Datg For Engingers, Howard W. Sams & Co, Indianapols, Indiana.
Sheth Edition, Second Printing. 1977.



INTRODUCTION

The introduction of digital fiper optic and digital microwave systems makes I possicle to
offer frue digital communications channels, Digtal communication hios been donein
the past by digital/analog convension cincuits: these require the use of modems and are
hard to make depandable ot higher bit rates. The new technology now makes a new
communicafions meadium ovallable for we with profective relays. Two odvontages
quickly realized from the new medium are higher opercting spead and higher security
(f implameanted comacty). The use of bit rates of 55 Kb/s (54,000 bifs/second) and
higher makes It possible fo odd back the ependatsility which B typical of an anclog
systern, This is accomplished by sending ecch command several fimes duing a short
firme frame.

Along with digital communications devices come new methods of rating channed
infegrity, Where signak-to-noise (5/N) rotios were oncea wEad, row measurameants of it
arror rotes (BER) oppear, A fypical BER usad Dy the ufility Bmdusiry i %107, This means
that out of 100,000,000 bits sent, one was recahead Ineror. This type of BER s typloal for
fipar optic systems. T1 carrier systerms which are usad over wirg lines maore fypically
average 1x107 BER, and digital microwave systerns average about 1x107.

The curanily-available basic digital channak ore lkabeled by thelr rmaxirmurn baud rabe,
some of the most commonly-used rotes are as follows:

9.6 Ko/s 1.544 Mbys (D51, T1)
19.2 Koz &.312 Mby/s (D52, T2)
58 Ko/s 44,736 Mb/s (D53, T3
&4 Kbfs (DS

The rates listed obowve are, for purposes of this poper, considerad to be high-speed. 30
1200 and 2400 baud are intanticnally laft off.

Typically, there are twenty-four D50 channeals ina T1 channel, four D31 channels in a T2
channel, and twanty-gight D31 channek ina T3 channel.

Tra most commonly availoble Bne rotes are T1 and its associoted DSD channets, If the
equiprment is infended for use over T1 Sarmiers of all verdors, then it B wise towsa g
54k /s line rate, as the full &4 Kb/s & not aheays available for wse,

Likewise, if the equipment is oparating at a Tl rate and is intended for use over the
public network or highear order multipiaxers, the data format of the signal must be
compatitle,

If thesea systems are to be operated on their cwn intermally-genarated fiber optic
systerms, the data formaf is not o problem, because systemns of this type do not requing
compatibility with other systems,




DIGITAL SYSTEMS FOR TRANSFER TRIP

in the past few years, more and more digital systems for fransfer trip applications have
become availabla in the United States. As with mast new types of equipment, industry
accepfance s slow and cautious,

Digital gysterns desgned for fransfer trip need to operate under worst-case conditions.
The conventional method of rating transfer frip systerm performance s In terms of
“secwrity” and "dependability":

Security
A measure of the communications system’s abllity nat to trip falsely under

adversa signal condifions.

Dependability
A measure of the communications system’s ability to receive and output trip

commands during adverse signal conditions.

Mathods for testing and documenting the security and dependability of audio tone
transfer trip systemns are well docurmented in the Industry. However with digital systems
Inis & not the case at the present time, but appropriate methods will be developed as
more digifal sysferms are installed.

Another crtical design critedia for digital transfer trip equipment is its survivabllity In the
substation environmenit. Whike in most utilities the microwave and fiber optic backbone
systamns are usually isclated from the relaying equipment, this is not thae casza for digital
transfer frip equipmeant.

The communications equipment must conform to the same dielectrc charactaristics as
ihe protective relays with which it operates. In almost all instalations, the
communications equipment will be located in the same rack as the rekays, or very close
to them. The de input voltage source ks spit about 50750 between stafion batftery and
comm battery, so the associated power supplies need to be substafion hardened. Two
IEEE/ANSI standards which should apply to all relay system Interfaces as well as the dc
input are C,37.90-1978 (Surge Withstand Copabiities) and C.37.90.1-1989 (Fast
Translent). Circuits associated with dota inferfoces. telephone lines. and general volce
communications probably are not reguired to meet these stingent isolation
requirements, since current practice is to keep such wirng separate frorm contral cables.
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Figure 1. Mean Time To Lose Frame
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In figure 1, the X axis is the fime to lose frame In seconds and the ¥ axis is the bit aror
rate. Since bit erors do not occur every one milionth bit, for this plot g gaussian
distribrution of bit errors s calculated against the algorithm used by the multiplexer to
determing logs of frame. Although there is tfle thet can be done to overcome the
typically long firmes required to reframe, it Is possible to ensure that a system will stay in
frarme long encugh to insgure proper system aperation,

One guastion which may be asked i: *If framed systems have such long reframe times,
wiy use tham?” The answer i simple: In order to ba completely compatible with
common cartiers of highar-order mulfiplexars, this type of data configuration must be
used. Since the T1 mulliplexer was primarlly designed for the telephone industry and this
type of message structure sults thair needs, there was no need for changing this
techniqua.



SECURITY

For systerns prirnarily designed for transfer tip applications (such gs the RFL

Madeal 9700), it B important to be able to rate them in terms of secwity and
dependability. As an explanation, with tone systems the standards for testing security
arg guch that he noise which i infroduced into the fone lines is pulsed at a rate that
allows the unit under fast fo be restored to its normal operating stote between nolse
bursts,

With digital systemns, a sirmiar method of testing should be wed. In our case, we are
using a CRC word in the meassage to detect bit erors in the received mesage. The
polynomial used In the Model ¥700 i very secure with its mast vuinerable state at four
comiphed bits per massage. With four caruptad bits, there are 22 out of 1001
combinations which could frick the CRC detection into accepting these occurences
as valid. The Model 9700 alse has variable security settings, so for this test we used the
myost dapendable satting, which is alsd the leqst secure. The Model %700 also contains
eight independent frip functions in eoch message, so ol eight ware monitorad for faks
opearations. The critaria to datermineg falte cperation was any output of 267
microseconds or konger.

In figure 2, security is plotted using two meathods for the Y cxis: houwrs to false frip. and
falkse trips per Comupted message. The X axis s ’rne bit error rate. I is important 1o note
that aithough the Curve is plotted to 9 BER of 107, the channel squelch sothaarne shuts
down the output circuits at about 107 BER.

The farmula used fo calculate the securty of the system I basad on the following
assurnptions:

. Foragiven 14-bit message, four bifs must be comupted befora thara ks any possibility
of false data belng sant 1o the outputs.

2. There are 1001 different four-bit coruption combinations possible, so far any sngle
valid message, comupting four bits yields o Z2-out-of-1001 chance of baing
accepted.

UEing these assumptions, the following forrmula i derved:
P = [MIJEIMNEH) = F‘Hx{l-ﬂm <2200 w (&0 1 (100

‘Whera
F = Bit errar rate (BER)
M = Mumber of bits in o messoge
K = Murmbsar of comupted bits ina message before Itwill be occepted
2201001 = Number of chances that o comupted massage wil be accepted as walld
4114 = Chance that o comupted Dt will 120l in g given channal
1/2 = Chance of saiting the bif to o one or azero

Pk = Frobabiiy of a cormupted message passing a fake frip on o gven channel
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Figure 2. Security curve, RFL Model 9700 Digital Protection Channel

To convert cata to false trips/Mour. use the following forrmuia:

False TripsMHour = (Folse Tips/Message) x (MessagesHoun)



DEPENDABILITY

In qudio tone systems, festing mathods for dependability are well definad. In this typea
of testing, noise is gated on while simulfanecusly keying the unit under test to Ifs trip
state, The ability of tha unit o detact tha tip command in the presence of noite is
platted ta illustrate its dependability.

For digital systems the tast is vary Simiar, except in this case noise i replaced with bif
erros. In owr Model 9700, the CRC datection cireuit 15 sat up so that one bit aror &
ancugh 1o aiscount the message in which the bit emor was detected. Figure 3 depicts
the cependabllity curve for ’rhe Moagel 9700. It is impartant to n-::r& that although the
curve is plotted to a BER of 107, the unit will not operate below 107 BER, due to the
mathod used fo defermine a healthy channel. In figure 3, the Y s s the probabillity of
comactly outputting a trip. with 1 being equal to 100 parcent; the X ods is the kit erar
rate,
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Figure 3. Dependability curve, RFL Model 9700 Digital Protection Channel




The calculations are based on the following assumptions:

1. Fora given 14-bit massage, the CRC test will prevent the data from being sent o the
outpats if a it is comupted.

2. The calculation are made for the most-depencable channel setting. The data in one
valid message will be directly outputted.

3. For the Moded 9700, a tip i defined as an input lasting at least 100 micraseconds. The
infermal frip buffer will extend the pulse fo 2.3 miliseconds.

4, i three bad messages In tan are recalvad, o softwarne squalch is octivated, Onice It s
activated, six good messages In a row must be received to resat the system (toke
It out of a hard block). Therefore, if one valid message is received In a string of
threa, a trip & recehed.

Calculating the probability of cormupting zero bits out of a string of fiffean is  *Binomial
Distribution®, The BER Is taken Info account in this exoreszion.

Formuba 1:
Pyt = [INYKIN-00 * P* (1m0 D2k 2N
Whers
P = Bit arror rata (BER)
M = Number of bits in o massage
K = Numbar of corruptad bits ina messoge before being occepted
Pl = Probability of o messoge passing o trip on o given channed
If there are no comupted bits (K = (), then (M1 KION-KO) =]
and B* =]
50 therafore Pi1 = (1-pM
Formula 2:
Pez= 1{1-(1-Pc) )"
Wherna

Pz = Proboblity of o signal passing a frip an a given chonnel.
Pi1 = Message de akliry
N = Number of mesages In a signal
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Altnough the Model 9700 does not operate below a BER of 107, this IeEan 5 o vary
Impartant part of the dependability curve. Obviously, these curves are derived by
caleulation; it would be difficult to run @ securlty test for thirty vears. In order 1o prove
the valigity of the calculated cumnves, wea disabled the CRC arar detection In the system
and ran the secwity and dependabllity tests, The formulas uwad take into account amor
combingtions that are most ikely o get past the CRC detection circulf, 5o performing
these tests in this manner is viable. By doing this, we are able to plot the lower portion
of the curves, odding confidence in the formulas; that is, if tha calcuated and tested
data agrees.

Tha next typa of curve which we genarated s a plot of the fiber optic receiver
sersitivity (fig. £, In this curve, we plof the input signal strength In dB-overage on tha X
axis and the it error rate which s produced by the receiver on the Y axis. When rating
recelver serslthvity, It i important that this number be tied to a bit aror rate. For our
systems, we have chosen to use g BER of 10° to rate our modules: this is due to the foct
that our systems operate very well af this BER. Although we could have stopped plotting
at 10°, we feit that this information would be viery helpful in froubleshocting installed
systarns, should the fiber system datarorate over time.
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Figure 4. Fiber optic recelver sensitivity, RFL Model 9700 Digital Prolection System
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OTHER CONSIDERATIONS

CRC emor detection was ariginally designed to check large data messages. In our
cose, wa sand g CRC check with every message. Eoch message which contoing the
eight transfer frip functions and the CRC bits 5 267 microseconds long. This allows mary
messages to be sent during a trip condition, taking full advantage of the number of
rmessages being received in a short perdod. If o CRC eror is detected in a meassage.
that message is discarded and no attempt is made to use the CRC infomeation for emor
comection, which Is ancther common use of CRC detection schames,

In protection schemes, there comes o time during disturbed chaninel conditions in
which the communicalions systam should go It o hard squealch, Qur systern runs g shift
register which clocks in the CRC chacks for the last ten messages. If an arror is
detected in three of the ten messages, the systern will go Info a hard squelch. In ordar
to restore the channel, six comect CRC checks In o row must be detected.

Although the CRC ermor detection scheme waorks very well, it Is not enough by itsalf,
There are a few other considerations which need to be made, If the transmitter wera fo
suffer from cormponent fallures, If Is not Inconcelvable that I coulkd send trip signals in
o, which means that the proper CRE code would be calculated for the bad
messegs. In ouwr systern, all data is compoared against the input status price 1o Being
sent. Should this check fail to compare, o message which is deliberately comupted and
eqslly detected as an emor i sent,

Systerns which operate synchronously ko require some type of sync-check datection
schame.

Even with all of the exira measures token 1o ersure that the communlcations system s
secure and relicbba, it is sl necessany 1o wse odditional logic. The additional kogic s
required to make this communication system fully compatible with the relaying
schames In which It is intended to work, One exampie would be logic for unblocking
reday schiames, whaera on loss of channel the system would respond by opening a trip
window and force a frip for about 150 ms.

CONCLUSION

When using a fransfer trip system with a digital communications medium, digital transfer
tip equipment is a viable altemative. The equipment used must be designed fo
operate in accordance with all of the considerations required for transfer frip
applications. There are also many advantages fo using digital systerns, Inchuding
increasad systern avallablllty and performance. This makes digital systermns an intellgent
chaolee for these applications.
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