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NOTICE

The information in this manual is proprietary and confidential to RFL Electronics Inc. Any reproduction or
distribution of this manual, in whole or part, is expressly prohibited, unless written permission is given by RFL
Electronics Inc.

This manual has been compiled and checked for accuracy. The information in this manual does not constitute a
warranty of performance. RFL Electronics Inc. reserves the right to revise this manual and make changes to its
contents from time to time. We assume no liability for losses incurred as a result of out-of-date or incorrect
information contained in this manual.

WARRANTY

The RFL 2000s upgrade comes with a five year warranty from date of shipment for replacement of any part, which
fails during normal operation. RFL will repair or, at its option, replace components that prove to be defective at no
cost to the Customer. All equipment returned to RFL Electronics Inc. must have an RMA (Return Material
Authorization) number, obtained by calling the RFL Customer Service Department. A defective part should be
returned to the factory, shipping charges prepaid, for repair or replacement FOB Boonton, N.J.

RFL Electronics Inc. is not responsible for warranty of peripherals, such as printers and external computers. The
warranty for such devices is as stated by the original equipment manufacturer. If you have purchased peripheral
equipment not manufactured by RFL, follow the written instructions supplied with that equipment for warranty
information and how to obtain service.

WARRANTY STATEMENT

The RFL 2000s is warranted against defects in material and workmanship for five years from the date of shipment.
During the warranty period, RFL will repair or, at its option, replace components that prove to be defective at no
cost to the customer, except the one-way shipping cost of the failed assembly to the RFL Customer Service facility
in Boonton, New Jersey. RFL warrants product repair from five years from the date of repair or the balance of the
original factory warranty, whichever is longer.

This warranty does not apply if the equipment has been damaged by accident, neglect, misuse, or causes other than
performed or authorized by RFL Electronics Inc.

This warranty specifically excludes damage incurred in shipment to or from RFL. In the event an item is received
in damaged condition, the carrier should be notified immediately. All claims for such damage should be filed with
the carrier.

NOTE

If you do not intend to use the product immediately, it is recommended that it be opened immediately after
receiving and inspected for proper operation and signs of impact damage.

This warranty is in lieu of all other warranties, whether expressed, implied or statutory, including but not limited to
implied warranties of merchantability and fitness for a particular purpose. In no event shall RFL be liable, whether
in contract, in tort, or on any other basis, for any damages sustained by the customer or any other person arising
from or related to loss of use, failure or interruption in the operation of any products, or delay in maintenance or
for incidental, consequential, indirect, or special damages or liabilities, or for loss of revenue, loss of business, or
other financial loss arising out of or in connection with the sale, lease, maintenance, use, performance, failure, or
interruption of the products.
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List of Effective Pages

When revisions are made to the 2000s Instruction Manual, the entire section where revisions
were made is replaced. For this addition of the Instruction Manual dated December 12, 2013

the sections are dated as follows.

Section

Date

Front Section, TOC etc.
Section 1.
Section 2.
Section 3.
Section 4.
Section 5.
Section 6.
Section 7.
Section 8.
Section 9.
Section 10.

Section 11.

Trademark information:

December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013
December 12, 2013

“Windows” ,“Windows XP”, “Vista” and “Windows 7” are registered trade marks of Microsoft Corporation.

“Ethernet” is a trademark of Xerox Corporation.

The trademark information listed above is, to the best of our knowledge, accurate and complete.
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Revision Record

Rev. Date on Descrintion of Chanaes Actual Date
Manual P 9 Released
12/12/13 Initial Release under ECO 2000-860 Pending

Ordering Information, Decoding the Part Number

Serial and part number information is located on the right mounting bracket (ear) of the IMUX
2000s unit as shown below. The part number and site name (if provided by the customer) is
also located on the other mounting bracket.

Sales order number

\ Purchise order number
o SO 173377
| — PO 0963144
PN 2KS1BBCCDD1000
@) SN 091240032
N\
Serial number Part number see the

following page for
configurator

The following page lists the possible ordering options.

RFL Electronics Inc.

IMUX2000S \
973.334.3100

December 12, 2013



RFL Smart Number Description (fill in blanks)

2KS OO l:l
SONET/SDH Module and Module Adapter with Chassis Front Door ™
IMUX 2000s Door for IMUX 2000 Multiplexer chassis only
MDACS 2000s Door for IMUX 2000 MDACS chassis only ————— |2
0OC-12 SFP.
No SFP required
15 km (9.3 mi) SONET OC-12 IR-1/SDH STM S-4.1 1310nm SM SFP tranceivers LC Conn.
40 km (24.9 mi) SONET OC-12 LR-1/SDH STM L-4.1 1310nm SM SFP tranceivers LC Con
80 km (49.7 mi) SONET OC-12 LR-2/SDH STM S-4.2 1550nm SM SFP tranceivers LC Con

[

0Owm»o
O >0

OC-3 SFP

No SFP required
2 km (1.24 mi) SONET OC-3 SR-0/SDH STM-1 1310nm MM SFP tranceivers LC Conn.—
15 km (9.3 mi) SONET OC-3 IR-1/SDH STM S-1.1 1310nm SM SFP tranceivers LC Conn.
40 km (24.8 mi) SONET OC-3 LR-1/SDH STM L-1.1 1310nm SM SFP tranceivers LC Conn.
80 km (49.7 mi) SONET OC-3 LR-2/SDH STM L-1.2 1550nm SM SFP tranceivers LC Conn.

OO0 wW> Q|

Door rSONET/SDH SFP-”
D1 'PD PC PB PA

’

OO wm>» O

Gigabit Ethernet SFP

No SFP required

GigE SFR

El E2-|

1000Base-T Copper SFP transceivers RJ-45

550m/1800ft 1000Base-SX 850nm MM SFP transceivers LC Connector
10 km (6.2 mi) 1000Base-LX 1310nm SM SFP ransceivers LC Connector

40 km (24.8 mi) 1000Base-FX 1310nm SM SFP ransceivers LC Connector
80 km (49.7 mi) 1000Base-ZX 1550nm SM SFP ransceivers LC Connector

mooO @>0 |

moow»o|

Common Logic Module T1/E1 Interface Module Adapter (MA) Replacement

No T1/E1 Interface Module Adapter replacement required (existing adapter is electrical)

T1/E1 Module Cables Power
MA1MA2 MA3 MA4 CA PS1 PS2 CM

nmjnjafminl=

DI;.II:I CJ

4

MA-278 (for non-redundant common logic module chassis) 1 or 2 required (replaces optical module adapter) —
MA-270R (for redundant common logic module chassis) 1 or 2 required (replaces optical module adapter)
MA-260 (for MDACS or RDACS chassis) 1-4 required (replaces MDACS or RDACS optical module adapter

O ® >»o

Adapters

O wm >0

O © oo

Supplies CM-4

0o oo

T1/E1 Cables

No Cables required

One cable-RJ48c to RJ48c required (Terminal MUX)
One cable-RJ48c to DB-15 required (Terminal MUX)

Two cables-RJ-48c to RJ-48c required (D&l MUX)
Two cables-RJ-48c to DB-15 required (D& MUX)

Four cables RJ-48c to RJ-48c required (RDACS, MDACS)

Four cables RJ-48c to DB-9 required (RDACS, MDACS)

o0 P wNRFRO

Power Supply Replacement

No Power Supply Replacement required
24Vdc High Power 75W (replaces existing 50W, 24Vdc- P/N: 9547-910)

48/125 Vdc High Power 75W (replaces existing 50W, 48/125 Vdc - P/N: 9547-960)
120 Vac High Power 75W (replaces existing 50W, 120 Vac - P/N: 9547-950)

W N PO
w N PO

CM-4 Common Logic Module Upgrade

No Common Logic Module Replacement required

One CM-4 Common Logic Module required (Terminal MUX

Two CM-4 Common Logic Modules required (Redundant CM-4 Terminal MUX)

Two CM-4 Common Logic Modules required (Drop and Insert MUX)

A W NEFO

Four CM-4 Common Common Logic Modules required (redundant CM-4 Drop and Insert MUX)

IMUX2000S Vi
December 12, 2013

RFL Electronics Inc.
973.334.3100



Safety Instructions

Section 1. Safety Instructions

1.1 Warnings and Safety Summary

Exercise due care during operation and servicing. Read the safety

j The equipment described in this manual contains high voltage.
summary below.

1.1.1 Safety Summary

The following safety precautions must be observed at all times during operation, service, and
repair of this equipment. Failure to comply with these precautions, or with specific warnings
elsewhere in this manual, violates safety standards of design, manufacture, and intended use of
this product. RFL Electronics Inc. assumes no liability for failure to comply with these
requirements.

@ Ground the Chassis

The chassis must be grounded to rCeduce shock hazard and allow the equipment to perform
properly. Equipment supplied with three-wire ac power cables must be plugged into an
approved three-contact electric outlet. All other equipment is provided with a rear-panel
protective earth terminal, which must be connected to a proper electrical ground by suitable
cabling. The location of the protective earth terminal on the IMUX 2000 is shown below. Refer
to the wiring diagram supplied with the unit for additional information on chassis and/or cabinet
grounding.

P.S. MAIN \) Chassis Protective
@ o <? Earth Terminal
® /0

Additional Chassis
| Protective Earth
Terminal

@
O OOFF

@ P.S. REDUNDANT

Figure 2-1. Location of Chassis Protective Earth Terminal on IMUX 2000s

IMUX2000S 1-1 RFL Electronics Inc.
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Safety Instructions

&Do not Operate in an Explosive Atmosphere or in Wet or Damp Areas

Do not operate the product in the presence of flammable gases or fumes, or in any area that is
wet or damp. Operating any electrical equipment under these conditions can result in a definite
safety hazard.

A Keep Away from Live Circuits

Operating personnel should never remove covers. Component replacement and internal
adjustments must be done by qualified service personnel. Before attempting any work inside
the product, disconnect it from the power source and discharge the circuit by temporarily
grounding it. This will remove any dangerous voltages that may still be present after power is
removed.

Unrestricted operator access is only permitted to the front of the unit when hazardous voltage is
applied. It is the responsibility of the installer to restrict access to the rear terminal blocks
where hazardous voltage may exist.

&Do not Substitute Parts or Modify Equipment

Because of the danger of introducing additional hazards, do not install substitute parts or make
unauthorized modifications to the equipment. The product may be returned to RFL for service
and repair, to ensure that all safety features are maintained.

& Read the Manual

Operators should read this manual before attempting to use the equipment, to learn how to use
the equipment properly and safely. Service personnel must be properly trained and have the
proper tools and equipment before attempting to make adjustments or repairs.

Service personnel must recognize that whenever work is being done on the product, there is a
potential electrical shock hazard and appropriate protection measures must be taken. Electrical
shock can result in serious injury, because it can cause unconsciousness, cardiac arrest, and
brain damage.

Throughout this manual, warnings appear before procedures that are potentially dangerous, and
cautions appear before procedures that may result in equipment damage if not performed
properly. The instructions contained in these warnings and cautions must be followed exactly.

IMUX2000S 1-2 RFL Electronics Inc.
September 16, 2013 973.334.3100



Safety Instructions

1.1.2 Additional Warnings

WARNING!

The IMUX 2000s may use third party SFP Class 1 Laser Modules. These modules may be
purchased through RFL or third parties. The class 1 certification originates with the SFP
manufacturer, not RFL. Read the following safety information and any additional safety
information included with the modules.

Class 1 Laser Products supplied by RFL are not considered dangerous and comply with the
following standards:

US 21 CFR 1040.10 and 1040.11
IEC 60825-1: 2007

Laser light can potentially cause serious eye damage. The lasers used in the IMUX 2000s
produce light that is invisible to the naked eye. It should be assumed that the laser is active at
all times and it is imperative that the technician never look into the end of the fiber or the
aperture with the naked eye or with optical instruments.

WARNING!

Extreme care must be used to avoid creating a safety hazard when employing long 2-wire
telephone circuits which extend more than 100 feet (30 meters). Ground potential rise and/or
induced AC voltages can result in injury or death under normal operating conditions and
especially under fault conditions. RFL recommends against the use of this product in
applications where the 2-wire telephone circuit extends beyond the perimeter of the substation
ground mat. It is the installer’s responsibility to ensure that all local, state, federal, and
corporate safety standards and practices are complied with in any installation.

WARNING!

Follow all of your company’s policies and procedures regarding the installation of AC powered
or DC powered equipment. If there is a conflict between any procedure in this manual and your
company’s safety rules, then your company’s safety rules must take priority.

WARNING!
Individual double pole disconnects must be installed between the building or station battery
supply and the IMUX 2000s power supply(ies). This must be done for both the main and back-

up supply.

WARNING!
75 Watt Power Supply(ies) must be installed in the chassis being upgraded to the SONET
2000s Multiplexer.

IMUX2000S 1-3 RFL Electronics Inc.
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Safety Instructions

1.1.3 Additional Cautions

@ CAUTION

Any installation using an enclosed cabinet with a swing-out rack must be securely fastened to
the floor. This will prevent the cabinet from falling forward when the rack is moved outward.

CAUTION

This equipment contains static sensitive devices. Persons working on this equipment must
observe electro static discharge (ESD) precautions before opening the unit or working on the
rear of the chassis. As a minimum you must do the following: Use anti-static devices such as
wrist straps and floor mats.

Additional warnings and cautions appear throughout the manual, these warnings and cautions
must be followed exactly.

CAUTION
The SFP cages on the front of the IMUX 2000s module may have sharp edges. Exercise
caution when inserting or removing the IMUX 2000s module or connecting cables.

NOTICE

RFL products are not designed for safety critical direct control of nuclear reactors and should
not be used as such.

IMUX2000S 1-4 RFL Electronics Inc.
September 16, 2013 973.334.3100



System Description

Section 2. System Description

2.1 Key Features for the IMUX2000s

e Bandwidth Increase 400x
Using existing IMUX 2000 T1 Networks.

e Cost Effective Upgrade
Cost effective migration from T1 to OC-12 while retaining a TDM backbone.

e Ethernet Interface
Two Gige WAN ports.

e Existing NMS User Interface enhanced for SONET
Short learning curve for existing users.

e Network Topology
Supports any network topology, including linear (bus), star and ring configurations.

e Ethernet over SONET (EoS)

The IMUX 2000s has Ethernet over SONET with layer 1 physical separation meeting
NERC CIP requirements.

e Highly Resilient and Secure

Designed for harsh environments with immunity from SWC, ESD and RFI. Optional
redundant power supply.

IMUX2000S 2-1 RFL Electronics Inc.
December 12, 2013 973.334.3100



System Description

Back-up Control Center

= SONET/SDH MUX [5
MDACS £

@ @ IP Camera

SCADA Master

(Back-up)
Sub. A Sub. B Ethizrnet
- SONET/SDH MUX "= SONET/SDH MUX
= SONET/SDH =
T OC-12/STM-4 /
RTU-1 Ring T

Control Center
2= SONET/SDH MUX [ |
MDACS =

SCADA Master

&

@ (Primary)
SONET/SDH
OC-3/STM-1
Ring
Sub. C Sub. D
"= SONET/SDH MUX @ = SONET/SDH MUX
E}hernet T i}
RTU-3 RTU-4 \ic‘,tectic,@

The IMUX 2000s is equipped with the following interfaces:
e SONET/SDH Trunk
0 2 X622Mbps/155 Mbps SFP receptacles
0 2 x 155 Mbps SFP receptacles
e Ethernet
0 2 x Gigabit Ethernet SFP receptacles (can be electrical or fiber)
0 1x10/100BaseT, RJ-45 port for management
e Craft Ports
0 2x USB type B craft ports for CLI

IMUX2000S 2-2 RFL Electronics Inc.
December 12, 2013 973.334.3100



System Description

e TDM (On MA-491 Module Adapter)
0 4xT1/E1 RJ-48c ports
e RS-232 (On MA-491 Module Adapter)
0 1xRS-232 (RJ-11) for connection to CM-4

2.2 Description of Upgrade Kit

The IMUX 2000s SONET/SDH module has been designed to fit into an existing IMUX 2000
T1/E1 and/or MDACS Multiplexer. This will instantly provide an upgrade from a T1/E1
(1.544Mbps/2.048Mbps) to an OC-12/STM-4 (622Mbps) bandwidth without replacing the
existing IMUX equipment. This module upgrade provides a simple and easy migration path to
an OC-12/STM-4 SONET/SDH communication backbone delivering Gigabit Ethernet and
TDM services without having to replace the existing equipment.

e The constituent parts for the upgrade are easily installed, with minimum down time.

e The existing Visual Network Management Software (VNMS) has been modified to
accept the SONET element; operation is seamless to the end-user.

e The IMUX 2000s SONET/Management module is hot swappable.

Front View of IMUX 2000s Upgrade

The following IMUX 2000 systems can be upgraded to use the IMUX 2000s SONET/SDH
module.

o IMUX 2000 T1/E1 Terminal End/Drop and Insert with CM-4

o IMUX 2000 MDACS Multiplexer

IMUX2000S 2-3 RFL Electronics Inc.
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System Description

2.3 Interface Overview

The IMUX 2000s upgrade consists of a new IMUX front panel which replaces the existing
panel. The front panel has a cut-out that covers a sub-panel on the new double slot 2000s
SONET Module as shown below, thus ensuring EMI sealing. Additionally a special module
adapter (MA-491) is provided that connects into the existing IMUX back-plane. The MA-491
adapter accepts T1/E1 and RS-232 cables provided with the upgrade kit. The provided cables
are connected using existing T1/E1 (RJ-48c) and RS-232 (RJ-11) connectors on the existing

module adapters as shown below.

To summarize the provided parts for upgrade:
e Front Panel with associated hardware
e 2000s SONET/SDH Module
e 2000s Module Adapter (MA-491)

e 2000s Cables

\f\ Additional

T1/E1 lines

as required
]

I
RS-232 | T1/EL
T1/E1 I TLEL RS-232 ”i:
Rear ! ] - ] H New
Existing | | Existing | 1 H2=Module
Module | | Module - Adapter
Adapter | | Adapter Back-Plane
—— E— — pr— pr— e — — — — — _2 fr—
g Sy e Existin
S = Xis!
(/Q:)- g g Existing Channel Cards 2000 2 § — |MUX g
P 3 3 S|l sk = 2000
‘1;’ = = Double Slot\ g %
< < «Q Module @ =
o = = =)
[= o [a] @ ]
[ [
= =
Front B & Network GigE Network Sonet
Modified Front Panel Ethernet (2) OC-12/SDH (2)—)
Mux 1or 2 lines, MDACS requires 4 «— I'f:CS;lEér:)er::ﬁ; g%‘f‘g;g‘ljio?g SN
— Existing IMUX 2000 Local USB
—— Sonet 2000s Upgrade Set-up (2)
IMUX2000S 2-4 RFL Electronics Inc.
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System Description

2.4 Front Panel Port Functions

The function and location of each of the front panel ports is shown below.

SFP Cages ]
Ethernet GigE or —
1000Mbps Electrical

RJ-45 Fast Ethernet port for
Sonet and RFL Management —
(VNMS configuration with SONET Element)

USB port for initial CLI

SONET/SDH set-up

USB port for initial CLI set-up
and management of IMUX —
Common Module

OC/STM

r POﬂ.S-l

™ SFP Cages
[~ SONET/SDH OC-12

I SFP Cages
I~ SONET/SDH OC-3

2.4.1 Front Panel LED Indicators

LED indicators are located on the front of the 2000s front panel, their function is shown below.

Ethernet GigE

—0 B
Solid green indicates  Flashing green indicates that packets
LAN connection  are being transmitted and Received

Ethernet Electrical
RJ-45

/. :.:\
Solid green indicates  Flashing green indicates that packets
LAN connection  are being transmitted and Received

SEP SONET/SDH SFP

@ —__ Solid red indicates there
is a fault on the port

No illumination port is
off or LAN not
connected

IMUX2000S
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System Description

2.5 Rear Port Functions

The MA-491 Adapter at the rear of the IMUX 2000s module has four T1/E1 RJ-48c ports that
transport TDM data between the SONET /SDH board and the existing IMUX CM4 module(s).
Shown below are the possible number of T1/E1 port connections required.

IMUX Applications Number of
connectors
IMUX terminal 1
IMUX D/ 2
IMUX MDACS Upto4

Also on the MA-491 adapter is an RS-232 (RJ-11) connector carrying configuration
information between the Ethernet Management port on the front of the IMUX 2000s front panel

and the CM4 module.

NOTE

The CM4 module(s) MUST have standard electrical interface adapters installed, not optical

interface adapters.

The MA-491 port functions are shown below.

® ®
MA-491
T1/E1
LI
T1/E1 TDM B 2
Data ports
L
To
B 4 CM4
RS-232 Serial
Data port
® ®
IMUX2000S 2-6
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Technical Data

Section 3. Technical Data

3.1 2000s Specifications

Line ports 2 X OC-12/STM-4 (SFP)
Spur ports 2 x OC-3/STM-41(SFP)
Tributary ports 4 x T1/E1 (MA-491 module adapter — RJ48c)
RS-232 (MA-491 module adapter — RJ-11)
IP ports 2 x 1000base-FX (SFP)
1 x 10/100base-TX (RJ-45 IP Management)
Craft ports 2 x USB (IMUX and SONET/SDH set-up)
Power +5 or +15V, less than 20 Watts
Environment -20C (-4F) to 55C (131F)

3.2 SONET/SDH Compliances

Telcordia GR-253-CORE
Telcordia GR-499-CORE

(ITU) standards G.707, G.783, G.784, G.803

(ANSI) standard T1.105

ANSI T1.119/ATIS PP 0900119.01.2006: SONET

3.3 SFP Moadule Information

RFL Part Distance Type Connector
Number
1000 Mb/s
104359-1 550m (1800ft) 850nm — MM Laser 1000Base-SX LC
104359-2 10 Km (6.2mi) 1310nm — SM Laser 1000Base-LX LC
104359-3 40 Km (24.8mi) 1310nm — SM Laser 1000Base-FX LC
104359-4 80 Km (49.7mi) 1550nm — SM Laser 1000Base-ZX LC
104359-5 120 Km (74.5mi) ~ 1550nm — SM Laser 1000Base-ZX LC
IMUX2000S 3-1 RFL Electronics Inc.
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3.4 Approved OC-12 Interfaces (SFP)

RFL Part Distance Type Connector
Number
106272-1 15Km (9.3mi) 1310nm — SM Laser LC
106272-2 40 Km (24.8mi) 1310nm — SM Laser LC
106272-3 80 Km (49.7mi) 1550nm — SM Laser LC

3.5 Approved OC-3 Interfaces (SFP)

RFL Part Distance Type Connector
Number
104358-1 2 Km (1.2mi) 1310nm —-MM Laser 100Base-FX LC
104358-2 10 Km (6.2mi) 1310nm — SM Laser 100Base-LX LC
104358-3 40 Km (24.8mi) 1310nm — SM Laser LC
104358-4 80 Km (49.7mi) 1550nm — SM Laser LC

0N
LA

3.6 Disposal

When disposing of the equipment, it should be done in strict accordance with all local and
national regulations for the disposal of electrical and electronic equipment. The printed circuit
boards should be separated for recycling.

IMUX2000S 3-2 RFL Electronics Inc.
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Section 4. Advanced Functionality

4.1 Advanced Encapsulation

The Advanced tab allows the network administrator to change control fields to provide
interoperability with other network providers.

\ RFL recommends these settings are not altered and that the defaults as shown
s below are used.

The advanced tab will change according to Encapsulation scheme selected.

Encapsulation scheme is selected from the Interface dialog as in Figure 6-8 above.

4.1.1 LAPS

LAPS is a HDLC-like framing structure to
encapsulate IEEE 802.3 Ethernet MAC frame Elisiilie i

Ethernet Port 2 - MUX-1

to provide a point-to-point Full Duplex Interface  Advanced ] Status | Statistics | General |
simultaneous bidirectional operation. The Advanced
LAPS protocol is specified in the following
standards: ITU-T X.85/Y.1321 and ITU-T itk
X.86. 04 B
Contral Field
03 El
SAPI Field 1
[FE E
SAP! Field 2
o El

e ) Help | Cloze |

Figure 4-1. LAPS Control Fields

IMUX 2000S 4-1 RFL Electronics Inc.
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Table 4-1 IMUX 2000s Trap Descriptions

MSB FLAG (Ox7E) LSB 1 octet
MSB ADDRESS (0x04) LSB 1 octet
MSB CONTROL (0x03) LSB 1 octet
MSB First octet of SAPI (OxFE) LSB 1 octet
MSB Second octet of SAPI (0x01) LSB 1 octet
Destination Address (DA) 6 octets
Source Address (SA) 6 octets
Length / Type 2 octets
MAC Client data 46 -1500 octets
PAD
FCS of MAC 4 octets
FCS of LAPS 4 octets
MSB FLAG (OX7E) LSB 1 octet
MSB Bit8 Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl LSB
4.1.2 GFP

Generic Framing Procedure (GFP) is protocol
for mapping packet data into an octet-
synchronous transport such as SONET/SDH.
Unlike HDLC-based protocols, GFP does not
use any special characters for frame delineation.
Instead, it uses a cell delineation protocol, such
as used by ATM, to encapsulate variable length
packets. A fixed amount of overhead is required
by the GFP encapsulation that is independent of
the contents of the packet. The GFP protocol is
specified in the ITU-T G.7041/Y.1303
standard.

IMUX 2000S
December 12, 2013

4-2

Ethernet Port 2 - MUX-1

Ethernet Port 2
Irterface Advanced l Status] Statistics] General]
Advanced
PTI Field
| -
EXl Field
| [
LIPI Field
o1 El
Ext HDR 1
| [
Ext HDR 2
| [
ﬂil Help | Cloze |

Figure 4-2. GFP Control Fields
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Table 4-2 Format of GFP Frame with an Ethernet MAC Frame Payload

Ethernet MAC Frame

7 Preamble

1 Start of Frame Delimiter

6 Destination Address (DA)
8 6 Source Address (SA)
= 2 Length/Type

MAC client data
PAD
4 4 Frame Check Sequence (FCS)
Bis |1]2[3]4]5]6]7]38
4.1.3 PPP

The Point-to-Point Protocol (PPP) is a HDLC-
like framing structure and provides a standard
method for transporting multi-protocol
datagrams over point-to-point links. PPP can
be used to encapsulate IEEE 802.3 Ethernet
MAC frame to provide a point-to-point Full
Duplex simultaneous bidirectional operation.
The PPP Bridging Control Protocol (BCP) is
specified in the following standards: RFC
1661, RFC 1662, RFC 2878, RFC 2615 and
RFC 3518.

IMUX 2000S
December 12, 2013

4-3

GFP Frame
Octets
2 PLI Field
2 cHEC Field
2 Type Field
2 tHEC Field
O_-6_O__ Extension Header
GFP
MAC client data
Payload
Information
Pad Field
____J1f2[3]a5]6][7]s8

Ethernet Port 2 - MUX-1

Ethemet Port 2
Interface  Advanced l Status ] Statiztics ] General ]
Advanced

Addresz Field
|FF =l
Cantral Fiegld
|03 El
Protocol Field 1
|0 El
Protocol Field 2
|31 &l
BLCP Flag Field
[2 [
BLCP MAL Field
i &l

L4 b5 Help | Cloze |

Figure 4-3. PPP Control Fields
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Table 4-3 FDDI Frame Format (IEEE 802 Un-tagged Frame)

0 0 2 3
0 1 2 3 456 7 8 901 2 3 456 7 8 9012 3 456 7 8 901
HDLC FLAG
Address and Control 0x00 0x31
Fi0]Z|B] Pads | MAC Type Pad Byte Frame Control

Destination MAC Address

Destination MAC Address

Source MAC Address

Source MAC Address

LLC data

LAN FCS (optional)

optional Data Link Layer padding

Frame FCS

HDLC FLAG

Address and Control as defined by the framing in use.

PPP Protocol )x0031 for PPP Bridging

Set if IEEE 802.3 Pad must be zero filled to minimum size
Set if the frame is a bridge control packet

FLAGS bit F: Setifthe LAN FCS field is present
bit 0: Reserved, must be zero
bit Z:
bit B:

Pads

Any PPP frame may have padding inserted in the optional Data Link Layer Padding” field.
This number tells the receiving system how many pads octets to strip off.

4.1.4 Status

The Status Dialog will change according
to the Encapsulation Scheme chosen.

If an alarm is any colour other than
green, you may have to check these
configuration items at the remote end.
This may also include checking the
status of the SONET/SDH parameters in
the application section of the user
interface.

IMUX 2000S
December 12, 2013
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Ethernet Part 2

Interface] Advanced  Status l Statistics] General]

Statuz

Mat in Spnc
Type Mismatch

FCS Errar

Ext Header Mizmatch

4-4

LA Help

| Cloze |

Figure 4-4. PPP Ethernet Status Alarms
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4.1.5 Statistics

The Statistics section is used to monitor the
traffic that has passed through the port (Ethernet

Bridge) and over the WAN. Only packets that EthernelReri2s 08¢

pass over the WAN will affect the statistics Ethemet Port 2
counters. The Transmit and Receive flow is Inkerface | Advanced | Status Stalistics | General |
shown in byte and packet counts.
Statistics

The payload held in each packet adds to a byte Elapsed Time 2983
counter. The byte counter does not include the

T« B 270Mme
Ethernet Frame overhead. e

Tu Frames wra
The Refresh button is used to get the current Ry Bptes 510871
statistics from the port. This feature presents a
« » . . . R Frames 7364
snap shot” of the network statistics at the time
the button is pressed.
The Clear button is used to reset the traffic
statistics, the counters are set to zero. Both
Transmit and Receive directions will be cleared
for byte and packet counters.
Both byte and packet counters are represented
inside the Ethernet port as a 32-bit number. This

3 , Refiesh | Clear |

represents 2 bytes, and is equal to
4,294,967,296 bytes that can be counted before |*~——————
it rolls over to zero again. Please note: a byte <<|‘->| - _J_-.!az_l___j| Close |

counter will roll over much faster than a packet

counter by orders of magnitude.
Figure 4-5. Ethernet Statistics

IMUX 2000S 4-5 RFL Electronics Inc.
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4.1.6 Ethernet Alarms

The Ethernet port has alarms that can be configured and monitored via the port alarm monitor
setup window.

Ethernet Port 2 - QAB

Ethernet Paort 2
Alarm Status
Enable Red Yelow Alarm Statusg
o o e -

<<|>>| Disal:ule.-’-'-.ll| Help | Close |

Figure 4-6. Monitoring Ethernet Alarms

4.2 Changing Routing Protocols
The networking tab allows the user to configure settings for a number of network items.

Table 4-2 lists the dialogs and provides a brief description of what each is used for. See each
referenced section for further details.

See Section 4.3 for an example on using these parameters.

TCP/IP Network configuration should be completed in the following order:
1. Create user logins and assign system privileges.
2. Setnode IP address
3. LAN IP address and network mask.
4. Enable Routing .
5. Routing specifics for the LAN interface.
6. Configure the WAN PPP, Link and routing specifics.
7. NTP client settings.
8. SNMP Communities.
9. SNMP trap targets.
10. Syslog.

IMUX 2000S 4-6 RFL Electronics Inc.
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Table 4-4 IMUX 2000s EMS Network Management Functions

Config ltem Description See Section

Node IP address used to access the node remotely.

LAN The local Ethernet IP address of the 2000s. Used for physical
access as gateway for DCC connections. Provides IP
connectivity for all of the 2000s IP network features.

WAN Used to setup internetworking across the DCC between adjacent
IMUX 2000s nodes.

WAN Status A status window for DCC connections between adjacent nodes.

Routing Table A table displaying both static and dynamic route information held
by the system.

Static Routes Static routes are entered in this dialog.

SNMP SNMP community strings (names) and associated read/write

Communities permissions are entered in this dialog.

SNMP Trap An IP address of a management console (computer configured to

Targets receive SNMP traps) is entered in this dialog.

Syslog An IP address of a management console (computer configured
with a Syslog server) is entered in this dialog.

NTP Client An IP address of a NTP(computer configured with a NTP server)
is entered in this dialog.

IP Routing IP Routing is configured in this dialog.

4.2.1 Node

The node IP setting is accessed as follows:
System =System Setup = Networking Tab = Node

Two different IP addresses must be set for the IMUX2000s SONET/SDH Module.

e LAN IP address (see 4.3.2)
e Node IP address

These are unrelated to the Management IP address used by the MA-491 Module Adapter
to communicate with the IMUX 2000 Common Module.

The “Node IP address” is the WAN address of the node as seen remotely via DCC links. It is
used by a managing computer to remotely connect to the node. See the Upgrade Manual for
details on configuring node management via DCC.

4.2.2 Networking LAN

An IP address is required to identify and manage a node via TCP/IP in IMUX 2000s EMS. The
IP address is also required if node is to be configured for Syslog or SNMP management, and is
also required if the node is to be configured to have the system time synchronised using NTP.

O The IP address for the node is the IP address of the console Ethernet interface only.

The node management IP address and mask is used for local Ethernet and remote DCC
connections. The new IP address is activated immediately after the “Apply” button is executed.
This will cause a loss of connection if the current connection is over IP.

IMUX 2000S 4-7 RFL Electronics Inc.
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The factory default IP address is 192.168.0.1 mask 255.255.255.0
The LAN IP address is configured from the main menu:
System =System Setup = Networking Tab = LAN

4.2.2.1 Enable Routing

The IMUX 2000s supports two routing protocols, OSPF (Open Shortest Path First) and RIP
(Routing Information Protocol) or can be configured to have no routing protocol running which
is the default factory setting.

IMUX 2000s EMS is used to manage all IMUX 2000s nodes in a network via TCP/IP. The PC
communicates with all nodes via gateway node and all other nodes over the DCC (Data
Communications Channel). As nodes are configured with different network addresses, routing
information must be maintained in the management PC as well as all other nodes in the
network.

Routing protocols ensure that if a protected network configuration changes due to a fault or
some other condition, all nodes in a managed network are updated periodically with current
routing information.. This ensures nodes can communicate with one another providing a
reliable management platform.

To configure routing on the IMUX 2000s:

Configure Global Routing parameters.
1. Select the Networking Tab from the System Setup dialog.
2. Select IP Routing from the Network Item list.
3. Select the protocol: None, RIP or OSPF from the routing protocol drop down
list.
4. Configure options for the selected protocol.
Configure Interface Routing parameters.
5. Enable routing for the LAN and WAN interfaces.
6. Configure protocol interface options for the LAN and WAN interfaces.

LAN Ethernet interface on the gateway node. The gateway node connects to a
management console, requiring only a one physical Ethernet connection to the
IMUX 2000s network. The management console can then manage any of the
nodes in a 2000s network via the DCC (Data Communications Channel)

O On a managed network It is only necessary to enable a routing protocol on the

Static routes can be used in conjunction with RIP. _The network administrator
will likely enter static routes into a managed network to reach networks beyond
that of the gateway.

IMUX 2000S 4-8 RFL Electronics Inc.
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4.2.2.1.1 RIP Global Settings

Figure 4-7 displays RIP as the selected protocol. This dialog displays the global configuration
parameters that RIP will use on either the LAN or WAN interfaces. Note that Figure 3-2 shows
the default and recommended parameters. These parameters can be changed to interoperate
with other manufacturer’s equipment.

RIP can only be used as the routing protocol for a maximum of 15 hops (nodes).
If the size of the network exceeds 15 hops then OSPF should be used.

F

System Setup - RFL UETLab MNode dot_7
o

Metwark. Ikam

Mods

LaM

i

WAN Status
Fouting T able
Static Routes
SMMP Communities
SHMP Trap Targets
Syzlog

MTF Client

Systern  Metworking lTime.-’Date] UserManager] Utilities] General]

Routing Protocol

RIF -
RIF

Fuolicy ,W‘
-

Trigger Interval 1-5 [Random) Seconds
v
[V Propagate Static Routes with metric I'I—
Broadcast Interyal I?aﬂ— Seconds
Default TTL 180 Seconds
Deletion ntereal 120 Seconds

Apply

Help |

=1

Propagate Static
Routes

Broadcast Interval

Default TTL

Deletion Interval

IMUX 2000S
December 12, 2013

Figure 4-7. Rip Global Settings

Table 4-5 RIP Global Setting

Static routes created in the Static Routes panel will be propagated via RIP

if enabled.

The frequency of RIP announcements.

This setting specifies the time-to-live (TTL) for routes that are learned
from other routers through RIP. Routes that do not update before they

exceed the specified TTL are marked as invalid.

Specifies the amount of time a route will remain in the routing table before

it expires and is removed

4-9
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4.2.2.1.2 OSPF Global Settings

The figure below displays OSPF as the selected protocol. This dialog displays the global
configuration parameters that OSPF will use on either the LAN or WAN interfaces. Note that
Figure 4-8 is showing the default and recommended parameters. These parameters can be
changed to interoperate with other manufacturers’ equipment.

System Setup - RFL UETLab Mode dot_7
J———

Spstem  Metwarking l Timex’Date] UserManager] Utilities] Generall

Metwark Item Routing Protocal

Node O5FPF -

Lam

Wit OSPF

WisM Status

Fouting T able T

Static Routes v A i ie 1

NP Commrunitiss ¥ Propagate Static Routes with metric

SNMP Trap Targets Fauter 10 0 186220 296

Syzlog

MTP Client Area D

eeene
Router Priority 1
Tranzmit Delay 1 Seconds
Retransmit Intereal g Seconds
Hello Interval 10 Seconds
Dead Interval 40 Seconds

L
Help ‘ Cancel ‘ QK. |
Figure 4-8. OSPF Global Settings
IMUX 2000S 4-10 RFL Electronics Inc.

December 12, 2013 973.334.3100



Advanced Functionality

OSPF global configurable parameters:

Propagate Static Static routes created in the Static Routes panel will be propagated via
Routes OSPF if enabled.

Router ID A 32-bit number that uniquely identifies this router in the AS
(Antonymous System). This field is automatically populated with an ID
derived from the system motherboard serial number and is therefore
unique for the IMUX 2000s. This can be changed to any 32 bit number
but must be unique within the network.

Area ID The Area ID of the area to which the attached network belongs. All routing
protocol packets originating from the interface are labeled with this Area
ID.

Router Priority An 8-bit unsigned integer. When two routers attached to a network both
attempt to become Desighated Router, the one with the highest Router
Priority takes precedence. A router whose Router Priority is set to 0 is
ineligible to become Designated Router on the attached network.
Advertised in Hello packets sent out this interface.

Transmit Delay The estimated number of seconds it takes to transmit a Link State Update
Packet over this interface. LSAs (Link State Advertisements) contained in
the Link State Update packet will have their age incremented by this
amount before transmission.  This value should take into account
transmission and propagation delays; it must be greater than zero.

Retransmit The number of seconds between LSA retransmissions, for adjacencies
Interval belonging to this interface. Also used when retransmitting Database
Description and Link State Request Packets. This parameter must have the

same value set for all nodes in the network.

Hello Interval The length of time, in seconds, between the Hello packets that the router
sends over the interface. This parameter must have the same value set for
all nodes in the network.

Dead Interval The number of seconds before the router's neighbors will declare it down,
when they stop hearing the router's Hello Packets. This parameter must
have the same value set for all nodes in the network.

IMUX 2000S 4-11 RFL Electronics Inc.
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4.2.2.1.3 Configure LAN VRRP

When a LAN IP address has been entered and a connection is reestablished with the node,
VRRP can be enabled as follows.

F =
System Setup - RFL UETLab Neode dot 7
e

Spstemn  Metworking ] Time/Date UserManager] Utilities] General]

Metwark ltem LAMN ?F?ttings
MHods

IP &ddress: 172.19 . 85 . 7
WAN
WA Status Subtet Mazk: 285 255 255 . 240
HOUFIV'IQ Table Mote: 'ou will be disconnected before any changes to the [P
Static Foutes Addrezs/Subnet Mazk are applied,

SHMP Communities
SHNMP Trap Targets

Syzlog WRRP l Routing ]
MTP Client
IP Routing [ Ensbie VRRP
IP ao.o0.0.0
VD 1
Priority 1100
Delay 1

Help | Cancel | aK |

Figure 4-9. VRRP System Set-up — Networking

VRRP (Virtual Router Redundancy Protocol)
Note that the default values are shown; RFL recommends that these be used.

IP Insert the VID IP number

Enable Click to enable the VRRP protocol
VID VRRP ID, the default is 1

Priority 1-254, 100 is the default

Delay The default value is 1, can be changed

The user should verify that VRRP is working.

IMUX 2000S 4-12 RFL Electronics Inc.
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4.2.2.1.4 Configure LAN OSPF

When a LAN IP address has been entered and a connection is reestablished with the node,
OSPF can be enabled as follows.

F -
System Setup - RFL UETLab Nede dot_7
e

Metwark [tem

Mode

AN

WAN Status
Fouting Table
Static Routes
SMMP Commurities
SMMP Trap Targets

System  Metworking ] Timex’Date] UserManager] Utilities] General]

LAM Settings
IP
IP Address: 1w2.19 . 65 . 7
Subnet Mask: 285 . 255 . 255 . 240

MHote: You will be dizconnected before any changes to the |P
Address/Subnet Mask are applied.

Syslog VRRP Rouing |
MTP Client
N QOsSPF
IF Routing Settings Authentication
Mode  |Active - Mode Mone v
Cost a Pazsword
Help | Cancel | 0K |

Mode

Figure 4-10. Configure LAN OSPF

Default: Passive

Set the Mode to Active if OSPF packets are required to be sent from this
Interface. If the IMUX 2000s is required to exchange routes with another
OSPF Speaker directly connected to this Interface, then Active should be
selected. Otherwise, select ‘Passive’.

Cost

A default Cost of 0 implies that the OSPF Shortest Path Calculations will

be based on the bandwidth of the link connected to the Interface.
Otherwise, the Shortest Path Calculations will be based on the face-value
of the non-zero Cost. The default of 0 is recommended.

Authentication

IMUX 2000S
December 12, 2013

4-13

Specify that simple password authentication should be used for the given
area.
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4.3 Setting Static Routes

4.3.1 Routing Table Flags
Table 4-6 Routing Table Flags

Flag | Definition Description

C Connected Route A directly connected route, route to an adjacent node.

G Gateway Route Indirect route via Gateway Route via a distant node

| ICMP Route ICMP redirect dynamic route. An IP router (or other node) has updated this
node’s route table with information contained in an ICMP packet for a direct
route

N SNMP Route Entry via SNMP MIB Il. An IP router has updated this node’s route table with
information contained in an SNMP packet

0] OSPF Route Route learned from OSPF. An IP router (or other node) has updated this node’s
route table with information contained in an OSPF routing protocol update

P Private Route This is a route private to this node and will not be exchanged with other nodes

R RIP Route Route learned from RIP. An IP router (or other node) has updated this node’s
route table with information contained in an RIP routing protocol update

S Static Route This is a route that has been manually generated or as part of the node boot
sequence

T Temporary route This is a temporary route

z Zombie route The interface that this route relates to is no longer active

? Unknown Route Route of unknown origin

4.3.2 Static Routes
Static routes are entered through the Static Routes dialog below.

A managed network of IMUX 2000S can be configured using static routes, however, if the
network topology is “protected”, the network will not converge in the advent of network failure
and a connection to one or many nodes will be lost.

Static routes can be used in conjunction with RIP or OSPF. The network administrator will
likely enter static routes into a managed network to reach networks beyond that of the gateway.

The routing table can be sorted on any of the columns by clicking the column heading.

System Setup - Melbourne QAB

Sustem  Metworking ] Time/Date | User Manager | Utiities | General |

Metwork [tem

AN Destination | Mask | Gat ewray Metric
WA 0.0.0.0 o.o.o0.0 19Z_168. .. 1
WAl Status

Rauting T able

Static Foutes
SHMP Communities
SHMP Trap Targets
Syzlog

MTP Clignt

IP Routing

Edit... | Bemove| Apply |

Help | Cancel | (0] |

Figure 4-11. Static Routes Dialog
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Section 5. System Functions Menu

The System Setup button in the IMUX 2000s EMS main window will open the system setup
window. Each tab in this window is used to configure a set of system parameters.

5.1 System

This dialog allows the user to view system information of the node currently connected to the
management system. The system dialog allows the operator to name the node, and add location
and contact information. The name entered is displayed at the top left of the Main Window.
The name given appears in all IMUX 2000s EMS dialogs after being saved.

In this example “RFL SONET Node P4” will appear in all system dialogs.

System ] MNetworking | Time/Date LlselManagerl Utilities] General]
MHade Infarmation
Node Mame: |RFL SONET Node P4
D escription: |HFL RFLBlade: B41.1.1 04111 R41.1.1 43541
Location: |Demo
Contact: |
Help Cancel 0k

Figure 5-1. System Set-up Dialog

5.2 User Access Manager

The User Manager tab allows a network administrator to add/delete/change user profiles. The
login name, level, and days remaining of all current user profiles are displayed.

2000S 5-1 RFL Electronics Inc.
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System Setup - RFL SONET Node P4

Systeml Networkingl Time/Date User Manager I Utilitiesl Genelall

Uszer Manager
Lagin Mame | Login Type |
admin Level 4 [Metwork Admin)
quest Level 0 [Guest)
up Level 5 [Upgrade)

Change Pazsward. ..

Feset Passwond...

Add User..

Edit Detals...

Femowve Lser

(LR

Help | Cancel ak

Figure 5-2. User Manager

Add User Dialog

U=zer Information

Login Mame Lo |

I Cancel

Login Pazsword

Confirm Pazzword

Uzer Type
ILeveI 0 [Guest)

Level 0 [Guest)
Level 1 [Erecutive)
Level 2 [Technician)

Level 3 [Local Admin)
Level 4 [Metwark Adrmin)

Figure 5-3. Add User Dialog

The factory default profile is username “admin’ and no password. Logging in with the default
admin profile will then allow the user to define a number of other profiles.

The Add User button in the User Manager tab will allow any user logged in as a level 4 or
network administrator user to create a new profile. The add user dialog is shown in Figure 3-13.
The administrator may enter the name, password and user level of each profile.

2000S 5-2 RFL Electronics Inc.
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There are six operator profiles. The table below displays read or access to various parts of the

application.
Table 5-1 Operator Profile Summary
Suggested . - Local Network
Application et ST VEEITIEED administrator | administrator Ugleek
Level O Level 1 Level 2 Level 3 Level 4 Level 5
ACTIVITY - - - - 5 -
Read | Write | Read | Write | Read | Write | Read | Write | Read | Write | Read | Write
Main IMUX
2000s EMS v v v v v v v
summary
IM configurations v v v v v v
SS cross connect
VCIVT v v v v v v
Small DACS v v v v v v
Event Log v v v v v v
Trunk, APS and
clock v v v v v v
Initiate
diagnostics v v v v v v v
Set Window
(IPISNMP/time) v v v vV |V
Reboot IM v v v v
User accounts
Management v v
IMUX 2000s
EMS Upgrade v v v
Device List v v v
Reboot Node v v v

Guest is a special profile that might be used by a non employee such as a contractor. In
addition, this profile has a hard coded 10 second timeout after use.

2000S
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5.3 System Upgrade and Backup

The “Utilities” tab allows administrations to execute software system reboots, backup and
restore of system configuration and the ability to reset the node to Factory Default.

P o g
S_I,Jstem] Netwnrking] Time/Date | User Manager  Whilities l General]

Diagrogtics

Upgrade node

Backup... Backup the node configuration file

Wwharning: Restore will ovenarite all the gettings of the config file with the zettings

Restare... in the zelected file.
Factany Wwharning: Factary default will default all the settings in the config file including the
Drefault |IP Address. The node will automatically be reboated after the factory default.
Suzten Wwarning: Systerm Feboat will dizropt traffic on all circuits and may also cause
Reboat lozz of remate management links.

Help Cancel QK

Figure 5-4. System Setup - Utilities

Pressing the Upgrade Node button will bring up a window that allows users to select a RFL
upgrade (Service Pack) package file (*.HPK) to run a software upgrade on the IMUX 2000s .
A reboot of the node will be required after the new software is installed.

You must be logged onto the node with Level 5 (Upgrade) privileges. See Section 3.3
User Manager.

The Backup button allows the user to backup by saving the complete network configuration.

The Restore button allows a previously saved node configuration to be loaded and will replace
the current configuration. After loading a reboot is requested by the GUI. The restore feature
can simplify the roll out of a large network as a configuration template can be created and
imported into each node. Minor node specific address changes will need to be made to each
node prior to activation.

The Factory Default button will remove any configuration information supplied and reset the
node to the same configuration state as when the node was manufactured.

2000S 5-4 RFL Electronics Inc.
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5.4 System Downgrade

The node can be downgraded by installing an earlier or previous service pack. The procedure is
exactly the same as upgrading a node. See the previous Section 3.4 System Upgrade and
Backup.

5.5 General Settings

The general property of the system setup allows the user to Save Position on Exit and Display
Tooltips. Refer to the Figure below.

S_l,lstem] Metwarking | Time/Date | User Manager | Utiities  General

General Settings

¥ Save Position on Exit

¥ Dizplay T ooltips

Diefault Apply

Help Cancel oK

Figure 5-5. System Setup — General Dialog

Save Position on Exit: The user has the ability to alter the size and the position of the main
window of IMUX 2000s EMS. Save Position on Exit Allows the user to save the size and
placement of the main window. After exiting and re-opening IMUX 2000s EMS the position
and size has not changed.

Display Tooltips: Enables and disables mouse over Tooltips. Usually found on interface ports
and the Cross Connect window.

Default Button: Enables both properties, Save Position on Exit and Display Tooltips.

2000S 5-5 RFL Electronics Inc.
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5.6 System Information

Log into the node, press “System Info” from the main screen and then press the “More Info”

button as required.

RFL

Lezs Info << l

Firrmware Version Information -

Shell Verzion:  3.9.4.1
DLL Wersion:  3.9.4.1

Copyright [C] 2013

Product Versions Ll
Zerwvice Pack ¢ Current |
Shell DR Tt TN

IMIX 2000= EMS DLLs: 3.9.4.1

Boot 0 4.1.1.1

Active 05 4.1.1.1

Active Root 4.1.1.1

Acrtive App 3.9.4.1

Inactive 03 I e B -
Inactive Root HI e - 1

Inactive App H -

Tser I e [

Mode Information

Node Type : IMUX-2000s

Node Name : RFL 3F0HET HNode P4

TCP/IF  192.168.1.584

Device Number Information i
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Section 6. SONET Module Event Logging

System Event logging is implemented in the IMUX 2000s via the following methods:

e IMUX 2000s EMS Event Log (see below)
e Syslog (see section 6.2)
e SNMP traps (see section 7)

All events generated by the IMUX 2000s, are shown in the Event Log and are sent as Syslog
messages. See Syslog below.

The Event Log acts as a FIFO (First In First Out) buffer. As the buffer has a
finite amount of capacity to save event notifications, old events will be dropped
to make way for new events. If the network operator wishes to save a history of
events, this is best achieved with the use of Syslog.

6.1 EMS Event Log

IMUX 2000s EMS includes an Event Log that reports all system events and alarms generated
by the connected node. See the Figure below.

To view the event log:
Log into a IMUX 2000s node and press the Event Log button at the top left of the main screen.

Refresh the event log:

When the Event Log is first opened, the contents of the event list will be empty until the log is
refreshed. The log is refreshed by clicking the refresh button in the top right hand side of the
dialog.

6.1.1 Event Categories

The event log can display all events in a single list, or can display system events/alarms in
predefined categories by selection of the appropriate tab in the Event Log dialog.

The Event Log categories are:

Table 6-1 Operator Profile Summary

Port Alarms  Alarms the occur on any 800 interface port.
Sytem Alarms  Any alarm generated by the 800 internal system.
SONET/SDH Alarms  Alarms that correspond to any SONET/SDH specific event, excluding Protection
switching and SONET/SDH clock alarms.
Clock Alarms  Alarms that relate to SONET/SDH clock source (synchronisation clock)
APS Alarms  Alarms that report SONET/SDH Protection Switching events.
Users Any user event recorded by the system. Example: Logging in or out of the system.

2000SONET 6-1 RFL Electronics Inc.
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6.1.2 Interpreting the Event Log
IMUX 2000s EMS uses the icons in table below to easily convey the meaning and severity of

system events and alarms.

Table 6-2 IMUX 2000s EMS Event Log Icons

ICON [ Colour | Description
Red | Alarm severity - Critical
Yellow | Alarm severity - Minor
Green | Alarm severity - Normal (no alarm)
Gray | Alarm severity - Disabled or alarms masked by other alarms.
White | Alarm severity - Informational

Interface Module Event - Information

Information - General

Root event - First line of the event log (root of the tree).

Scripting Event

Session(communications) event

System generated

Time stamp

User log in

NN Q) V| | *| V| & (8| B 218 8

User log out

2000SONET
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Event Log Viewer - QAB

Data Source:
Mode Time D ate at Last Refresh:

(48
11/01/2008

Fecorded:

Live Sezzion

16:46:17

Al Events l System] Part .&Iarms] SOH Alarmsl APS .&Iarms] Clack. .ﬁlarms] Users"].--"'”‘r

+ 04:11:10:
+ 04:11:20:
(D) 041747
() 04:17:55:
041802

¥
D 04:20

042231 -
04:24:18:
04:24:20 -
04:24:37
04:24:47 -
042524 -
042856
04:28:58 -
04:2915:
04:29:25

05:00

05:01:14 -
05:01:16
05:01:24
050044 -

0510

0513328
05:13:40:
0513568
05:14:08

05:40
() 05:46:07 :
(%) 05:46:08 :

][] [

Alarm Manager : 1595 / 622 Port &, - Alarms [155 /7 522} -

Alarm Manager : SDH [RS0OH - Port &)
Metwork Manager : MTP Update from

92168.1.2:123 Succeeded

Metwark Manager : MTP Update fram
Alarm Manager : 195 / 622 Port B - Al

B T Y T T T TR T T

i Refresh...

H
fersrrasnsrasnnsannnsrsennennnnnsd

Alarm banager :
Alarm Manager :
Alarm Manager :
Alarm Manager :
Alarm Manager :
Alarm anager :
Alarm Manager :
Alarm Manager :
Alarm Manager :
Alarm Manager :

Alarm Manager :
Alarm Manager :
Alarm Manager :
Alarm Manager :

Alarm Manager :
Alarm Manager :
Alarm Manager :
Alarm Manager :

Fan speed iz SLOW [0 RPR]. Fan unit requires attention

155 / §22 Port & - Alams (155 / 622)
SOH [RSOH - Port &)
155 / 622 Port & - Alamns [155 7 622)
SDH (RSOH - Port &)
Fan speed is NORMAL (5100 RPM)
155 / §22 Port & - Alarms (155 / 622)
SOH [RSOH - Port &)
155 / 622 Port & - Alamns [155 7 622)
SDH (RSOH - Port &)

155 / 522 Part & - Alarms [155 / 622)
SOH [RSOH - Port &)
155 / 622 Part & - Alarms [155 / 622
SDH [RSOH - Part &)

155 / 522 Part & - Alarms [155 / 622)
SOH [RSOH - Port &)
155 / 622 Part & - Alarms [155 / 622
SDH [RSOH - Part &)

Metwork Manager : MTP Update from 192.168.1.2:123 Succesded

Metwark Manager : MTP Update from 192.168.1.2:123 Succeeded

I

The Event Log can also be saved as a text file for analysis at a later date.

2000SONET
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Figure 6-1. IMUX 2000s EMS Event Log — All Events
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6.2 Syslog

The IMUX 2000s can be configured as a Syslog client to send Syslog messages to a Syslog
server. The Syslog server would under most circumstances be a management console used to
perform network and element management for a network of IMUX 2000s units

6.2.1 Configure Syslog
Syslog is configured from the main screen via:

System Setup = Networking Tab = Syslog

1. Enter the IP Address of the Syslog server to receive the messages.
2. Choose a Facility Code to append and categorise your messages.

6.2.2 Syslog Server

Below is a screen shot of a free Syslog server configured to receive Syslog messages from a
IMUX 2000s. The server, Kiwi Syslog Daemon, is freely available over the internet.

(E Kiwi Syslog Daemon (Version 7.2.35)
File Edit Wiew Help

T A |Display 00 (Default)  ~|

Date | Time | Priority | Hostname | Meszage

01-11-2008 17:47:58 Locall.Motice 10.10.10.8 Jan 11 17-47:58 QA8 : Alarm: Fan speed iz
normal [approx 8400 RPM).

01-11-2008 17:46:56 Local0 Motice 10.10.10.8 Jan 11 17-46:56 QA8 - Metworking: NTP update
from 192.168.1_2:123 succeeded.

01-11-2008 17:43:53 LocalD.Alert 10.1010.8 Jan 11 17:43:54 QA8 : Alarm: Fan speed is

SLOW [400 RPM]. Fan unit requires attention.

01-11-2008 17:43:37 Locall.MNotice 10.10.10.8 Jan 11 17:43:37 QAB : 15-min Performance:
SDH HP [4.4.1) Near End: E5=0. SE5=0,
Cv=0. UAS=900.

01-11-2008 17:43:37 Local0 Motice 10.10.10.8 Jan 11 17:43:37 QASB - 15-min Performance:
SDH HP [4.3.1) Hear End: E5=0, SES5=0,
Cv=0, UAS=900.

01-11-2008 17:43:37 Locald.Motice 10.10.10.8 Jan 11 17:43:37 QAB : 15-min Performance:
SDH HP [4,2.1) Hear End: E5=0, SE5=0,

100% | 68 MPH 17:53 | 01-11-2008

Figure 4-12. Syslog Message Capture

2000SONET 6-4 RFL Electronics Inc.
December 12, 2013 973.334.3100



SONET Module Management via SNMP

Section 7. SONET Module Management via SNMP

SNMP (Simple Network Management Protocol) Version 1 is implemented in the IMUX 2000s
to execute system configuration (gets and sets), and to receive status information about the
nodes as alarms (traps).

7.1 Locating the MIB Table

IMUX 2000s ship with an accompanying MIB (Management Information Base) which
describes all SNMP objects.

The MIB, is an ASCII text file that describes SNMP network elements (IMUX 2000s nodes) as
a list of data objects, using Descriptors and Identifiers. Think of it as a dictionary of the SNMP
language, every object referred to in an SNMP message must be listed in the MIB.

The fundamental purpose of the MIB is to translate numerical strings into human-readable text.
When an SNMP device sends a Trap or other message, it identifies each data object in the
message with a number string called an object identifier, or OID. The MIB provides a text label
for each OID. Your SNMP manager uses the MIB as a codebook for translating the OID
numbers into a human-readable display.

7.2 Access via SNMP Communities

SNMP communities are used to define and set system access privileges.

SNMP communities are created and assigned read, write or read/write privileges.
The IMUX 2000s factory default community name is: public with read access.

To configure SNMP communities:
System Setup = Networking Tab = SNMP Communities

1. Enter a Community name.
2. Assign read, write or read/write access.

2000S 7-1 RFL Electronics Inc.
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System Setup - QAB

Sypstemn  Metworking l Time/Date | Uzers Manager] Utilities] General]

M etwork [kem SHMP Communities

LaM
it -
WBN Status public Read
Routing T able netman Read/Write

Static Routes

Commanity Name Aocess

SHMP Communities
SHMP Trap Targets
Syzlog

MNTP Client Q

IP Routing

Add... ‘ | Apply |

Figure 5-6. SNMP Communities

7.3 Sonet Module Configuration Using SNMP

The IMUX 2000s can be fully configured via SNMP Version 1. All system options
(configuration items) that are set using IMUX 2000s EMS can also be set via SNMP.

To configure a IMUX 2000s via SNMP, a copy of the IMUX 2000s MIB must be loaded or
compiled into a SNMP manager. The manager will display a list of MIB objects graphically as
an inverted spanning tree.

It is beyond the scope of this manual to cover all MIB objects in detail. If you require further
information, compile or load the MIB into a SNMP manager. Or you can read the object
descriptions and identifiers directly by opening the MIB with a text editor/viewer.

created and is assigned write access. The SNMP manager communicates with
the node using the same community name. Read access is also required to be
able to validate any configuration changes made.

O The IMUX 2000s can only be configured via SNMP if a community name

7.4 Alarm Reporting using SNMP

The IMUX 2000s sends some alarm notifications as SNMP Traps. In a managed network,
traps are sent from many nodes to a single management console. This allows the network
operator to manage one to many networks from a centralized location.

Intelligence can also be built into a managed network with the use of SNMP management
software. The software can be configured to create relationships between network elements
providing a network centric view which will identify running services, and not isolated nodes.

2000S 7-2 RFL Electronics Inc.
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Traps are more likely to be of interest to network operators so a description of the IMUX 2000s
traps are included in this manual. These descriptions can also be read directly from the IMUX

2000s MIB.

Table 5-2 IMUX 2000s Trap Descriptions

SNMP Trap

Description

IMUX2000sSystemAlarmNotification

Indicates a state change in the systemAlarmStatus object.

IMUX2000sSdhSonetClockSwitch

Indicates SONET/SDH clocking has switched to a different source.

IMUX2000sSwitchActiveLine

Indicates the receiving line switched over to another line.

IMUX2000sSwitchActivePath

Indicates the receiving path has switched over to another channel

IMUX2000sSectionAlarmNotification

Indicates a state change in the value of the sectionCurrentAlarmStatus
object, caused by a bit changing from 0 to 1 (alarm triggered) or 1to 0
(alarm cleared).

IMUX2000sLineAlarmNotification

Indicates a state change in the value of the lineCurrentAlarmStatus
object, caused by a bit changing from 0 to 1 (alarm triggered) or 1t0 0
(alarm cleared).

IMUX2000sPathAlarmNotification

Indicates a state change in the value of the pathCurrentAlarmStatus
object, caused by a bit changing from 0 to 1 (alarm triggered) or 1t0 0
(alarm cleared).

IMUX2000sVtAlarmNotification

Indicates a state a change in the value of the vtCurrentAlarmStatus
object, caused by a bit changing from 0 to 1 (alarm triggered) or 1t0 0
(alarm cleared).

IMUX2000sE1AlarmNotification

Indicates a change in the value of any E1 alarm.

IMUX2000sT1AlarmNotification

Indicates a change in the value of any T1 alarm.

IMUX2000sEthernetAlarmNotification

Indicates a change in the value of any Ethernet alarm.

IMUX2000sDs3AlarmNotification

Indicates a change in the value of any Ds3 alarm.

IMUX2000sStmAlarmNotification

Indicates a change of STM-n/OC-n alarm.

7.4.1 Setting SNMP Trap Targets

To receive SNMP Traps the IMUX 2000s must be configured with one or more IP addresses of
a SNMP manager (or other trap receiving software) running on a computer that is reachable via

TCP/IP. See below.

System Setup - QAB

MNetwork, ltem

System  Metworking lTime.‘Date Uzers Manager] Utiliti3$] General]

SHMF Trap Targets

SMHIP Trap Tamgets
Syslog

MTP Client

IP Routing

LAk
o IP Address

WM Status
Routing Table
Static Routes
SMHIMP Communities

122,163 1.102

&dd...

Commuanity

Figure 5-7. SNMP Trap Targets
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7.4.2 Receiving IMUX 2000s Traps

For smaller networks, a functionally rich and expensive management system may not be
necessary, or may not be cost effective.

Many free trap receivers are available over the internet and may be used to receive alarm
notifications. Most free trap receivers will load or compile the IMUX 2000s MIB and will
produce human readable notifications.

2000S 7-4 RFL Electronics Inc.
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Section 8. Clock

The IMUX 2000s can be configured to generate an internal “master” network clock using its
integrated Stratum 3 (4.6 ppm) clock. It can also obtain clocking from external sources:

e Trunk Ports
e T1/E1 circuit

Below is a figure of the clock configuration window. This can be accessed by pressing the
Clock button on the main front GUI window.

SDH Clock Settings - QAB

SDH Clock Settings
Guality Lewvel Statuz  Quality

Primary SEC(G.E13) B @

Seconda [|ntemal | [sECEAT3) @
Tettiay —intermal | |SECIG.813)
OF Status  |mkemal
Switching Revertive Mode
+ Clear
" Force Switch bo Prirmary v On/Off
™ Force Switch to Secondary \Wait to Pestare [m:s]
™ Force Switch ta Tertiary ] ;
" Force Switch ta Free Run 5 :" | o :"
" Manual Switch ta Primary
" Manual Switch to Secondary

Clock Reference Selection

Ighore

S5M Dffset S5M
Trunk & [SEC(5.813) @ [0pom r
Trurk B |Do Mot Use o |Una\failable »
Trunk C |DD Mot Use ' |L|na\-'ai|a|:||e [
Trunk D Do Mot Use ' |Unavailable I
E1/T1 [Pat1  =||DoMaotUse @ |1 ppm r
BITS/Ux |alx | |[DoMotUse @ |Unavalable [

Help | Cloze |

Figure 8-1. Clock Configuration Window

The primary and secondary clock references can be chosen from the internal clock or any of the
clock sources in the Clock Reference Selection section. The Clock Reference Selection
section describes where the clock source is obtained from, what type of clock type it is, the
quality and accuracy of the clock source.

IMUX2000S 8-1 RFL Electronics Inc.
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8.1 Clock Hierarchy

Primary The node will first attempt to use the clock source selected as the Primary.

Secondary If the primary clock cannot be recovered, the node will then attempt to recover the
clock source selected as the Secondary.

Tertiary If the secondary clock cannot be recovered, the node will then attempt to recover the
clock source selected as the Tertiary.

The green “tick” icon identifies the current clock source in use. If the Revertive box is ticked,
the active clock will switch from tertiary/secondary back to secondary/primary after a switch
over when the clock quality of the clock source is within specification and the configured timer
has expired.

8.2 Clock Types

8.2.1 Internal

This is a free running clock that is based on our internal Stratum 3 +/- 4.6 ppm TCXO. In this
mode the PLL (Phase Locked Loop) is not locked to any external clock source. This clock is a
valid G.813 synchronization source for a Stratum 3 SONET/SDH system.

8.2.2 Holdover

If the PLL has been locked to a valid reference and that valid reference has gone, the PLL can
go into Holdover. This means that it will find the last time that reference was valid and hold the
PLL to that frequency unless told to do otherwise. It will holdover to the G.813 specs for a
Stratum 3 clock.

8.3 SSM

The clock source can be configured to Ignore SSM (Synchronization Status Messaging).
SSM is a SDH SONET protocol used to convey information about the timing (clock) reference.

Ignore SSM can be enabled for interoperation with equipment that does not support SSM.

IMUX2000S 8-2 RFL Electronics Inc.
December 12, 2013 973.334.3100



Troubleshooting

Section 9. Troubleshooting

9.1 USB Driver Installation on Windows XP

In some circumstances, the USB driver fails to fully
install during the IMUX 2000s EMS installation - IMUX 2000s EMS
process. This is due to the software configuration of

the machine on which the IMUX 2000s EMS is to be .
installed. i (4 [4|192.165.1.84 -l

! Connmection  Miew  SOMET Swskem  Help

! Dverall 192,168.1.92

. . : 192,168.1.94

The figure at right shows that the MSP USB Comm - {7y (192.166.1.93
driver is unavailable. 192.168.1.54
192.1658.1.52

192,165.0.1 iFactDri Defaulti

NCErraces

To install the driver manually, follow the steps below.

Figure 9-1. MSP USB Driver Unavailable

1. Click Start then right click on My Computer then click on Manage.

| Internet J My Documents k
Internet Explorer -
1 i b My Recent Documents »
i -l E-mail
d Outlook Express -f} .
My Pictures

Set Program Access and .'-‘ My Music
@’ Defaults -F"(

iI My Computer i
v 13N Explarer = apen

| Explore

E}? Zonkrol Panel Search,..
® Windows Media Player

Set Program Access and% £

Defaulks

Map MNetwaork Drive. .,

il 1y Prinkers and Faxes Disconnect Netwark Drive. .

Show on Deskkop

3
.@ Tour Windows %P 9‘) Help and Support Rename
08

; L

Windows Movie Maker /') Search Properties

all Programs D

ﬁ| Logoff [ | Turn OFf Computer

{4 start

Figure 9-2. Manual USB Driver Install Step 1
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2. Click on Device Manager in the left column, then right click on MSPP USB-to-Serial
Comm Port Driver, then select Update Driver. Note the yellow exclamation mark over
the driver.

(= Computer, Management
Q File  Action  Wiew  Window  Help — = J
& g 2 =5
Computer Management (Local) + _g Floppy disk drives A
= ﬁ% Syskem Tools +-i=%) IDE ATAATAPT controllers
+-| 5] Event Yiewer +-ze Kevboards
+ Shared Folders +- ") Mice and other pointing devices Audio s, | Channels
+ Local Users and Groups +-- & Manitors el
+ @] Performance Logs and Alerts +- E8} Network adapters Z PM
B Device Manager - @ Cther devices
= @ Storage ‘E.' PCI Serial Port:
+ Remaovable Storage - r;l"f Parts (COM & LPT)
Disk Defragrmenter (‘éf Communications Port (COM1)
Disk. Management “_l)’i Cammunications Part (COMZ)
¥ Sﬁ Services and Applications n__‘!i MSPP LISE-to-Setia ork Dev
Pe———— I N
“‘é’i rinter Port { ) Disable
+-%%8 Processors Oninstal
+- ), Sound, video and game controllers ninsta
+ System devices Scan for hardware changes
+ Universal Serial Bus controllers
Properties
< > £
Launches the Hardware Update \Wizard For the sele

Figure 9-3. Manual USB Driver Install Step 2

3. Select the No, not this time radio button, then click Next

Hardware Update Wizard

Welcome 1o the Hardware Update
Wizard

Windows will search for curent and updated saftware by
looking on vour computer, on the hardware installation CD, or on
the Windows | pdate Web zite [with your permizsion).

Fead our privacy policy

Can Windows connect to Windows Update to search for
zoftware?

) ez, this time anly
) es, now and every time | connect a device
(&) Mo, nat this time

Click, Mest to continue,

I M ext > ﬁ@l Cancel ]

Figure 9-4. Manual USB Driver Install Step 3
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4. Select Install from a list or specific location(Advanced), then click Next.

Hardware Update Wizard

Thiz wizard helps wou install zoftveare faor;

MSPF USE-to-Senal COM Port Device

Z:'J\j IF your hardware came with an installation CD
= or floppy disk, insert it now.

YWhat do you want the wizard to do’?

(3 Install the software automatically [Fecommended)
(®) Inztall fram a list or zpecific location [Advanced]

Click Mext to continue.

[ < Back ” Ne:-:t,.)\QJ[ Cancel
by

Figure 9-5. Manual USB Driver Install Step 4

5. Select Search for the best driver in these locations, then select Include this location in
the search, then either browse to c:\IMUX 2000s EMS\Drivers\Win2k_KP (or to
wherever you installed IMUX 2000s EMS ) or type it into the combo box, then click

Next.
Hardware Update Wizard
Pleasze choose your zearch and installation options. E§
(%) Search for the best driver in these locations,
Uze the check boxes below to limit or expand the default search, which includes local
pathz and removable media. The best diiver found will be installed.
[ 5earch removable media [floppy, CO-ROM.. |
Ihclude thiz location in the search:
IMUX2000s EMS\Drivers\Win2k_KP v
) Dan't zearch, | will choose the driver b install,
Choose thiz option to select the device driver from a list. Windows does not guarantee that
the driver you chooze will be the best match for your hardware.
[ < Back ” e \E [ Cancel
Figure 9-6. Manual USB Driver Install Step 5
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6. Click Continue Anyway.

Hardware Installation

' E The zaftvware you are inztalling for this hardware:
L]
MSPP USE-to-Serial COM Port Device

haz not passed Windows Logo testing to verify itz compatibility
with "Windows P, [Tell e why thiz besting iz impartant. )

Continuing your installation of this software may impair
or destabilize the comect operation of your system
either immediately or in the future. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

l Enntinue.ﬁ.nyw%J [ STOP Installation ]

Figure 9-7. Manual USB Driver Install Step 6
7. Click Finish

Hardware Update Wizard

Completing the Hardware Update
Wizard

The wizard haz finizhed installing the zoftware for:

(3 MSPP LUSE-to-Seral COM Port Device

Click Finizh tggloze the wizard,

Figure 9-8. Manual USB Driver Install Step 7

8. Note the exclamation mark is now gone. The driver is now installed.
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O computer Management |Z||E|E|
g File  Action  Wiew ‘Window  Help — | J
cr AW ES 2 N =Ra

Computer Manageament (Local) + § Display adapters ~
s Svstem Tools + Lk, DWDICD-ROM drives T
+ Ewent Wiewer +-i=% Floppy disk controllers
+ Shared Faolders + ﬁ Floppey disk drives
+ E Local Users and Groups +-i= IDE ATASATARI cantrollers
+|--g#] Performance Logs and &lerts +- Kevboards
E, Device Manager +- ") Mice and other pointing devices
&g storage +- 5 Monitors
+ Remowable Storage +- E8 Metwork adapters
Disk. Defragmenter - @ Okher devices
Disk. Management ‘-‘Eﬁ' PCI Serial Pork
@ Services and Applications = “y‘ Patts (COM & LPT)

(;yi Camrmiunications Port (COM1)

(y Communications Port (COM2)
P LS

5 Printer Port (LPTL)

+ ﬂ Processors
+- @), Sound, video and game controllers
+ System devices B
| + Uriversal Serial Bus contrallers bt
Figure 9-9. Manual USB Driver Install Step 8
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Troubleshooting

9.2 Fault Isolation Flow Charts

The following pages contain “Fault Isolation Flow Charts” for the IMUX 2000s. On page 9-2
is a lead in (jJumping off chart) to assist users in getting to the root of the problem quickly. The
flow charts are listed and hyperlinked below for your convenience.

Troubleshooting jump-off

. T1 Payload Issues

. Remote T1 FDL Access Issues

. SONET Network Issues

. Ethernet Payload Issues

. USB Console Access Issues

. Ethernet Management Access — Local and/or Remote

. 2000s SONET/SDH Management Access Issues

. CM-4 Serial Port Issue

. Network Management — VNMS/EMS Cannot Communicate with Nodes

OO ~NO O WDN -

IMUX2000S 9-6 RFL Electronics Inc.
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Troubleshooting

NO

Go to Flow Chart #3

Is SONET/SDH network

T1 Payload Issues

WARNING!

All the following tests are intrusive
tests. Take equipment off line

T1/E1 ports

In EMS verify status of

Enable line loop
back in CM-4
toward SONET

YES

Does EMS show T1
port in alarm?

CM-4in T1 alarm?

In EMS enable
local loopback
toward CM-4

Check: -
) NO [1.T1 cable (fault or Vreor\llfiiiir?ir’:‘ ng T
Fixed? not seated) pa oad 9
2. DS1 I/0, MA-270R pay y
3. MA-491
Check remote end:
YES 1. CM-4 SONET T1 port
configuration
. 2. T1 CM-4 timing
fhg\ljl'_‘l 3. SONET provisioning and
. . L
2. CM-4 configuration > Check local end: timing
3. DACS, if installed 1. Cable
2. MA-270R
3. CM-4
4. CM-4 configuration
Check:
5. DACS if installed YES
6. Check MA-291 Fixed?
’ NO
A Bad 2000s
. YES 4
Fixed? P{ DONE (see replace
\ 2000s note)
Always for "Replace 2000s" A
| Replace 2000s | NO
IWhile replacing :
| Change | Fixed?
« Voltage rail selection YES
| (+5/+15V) |
* Check for heat issues | Call Customer
* Check heat sink compound | > Service ¢ NO
IMUX2000S 9-8 RFL Electronics Inc.
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Troubleshooting

Remote T1 FDL Access Issues

NO

SONET/SDH not OK?

Go to Flow Chart #3 1‘

Verify provisioning of T1
NO path.

Go to Flow Chart #1 |& T1OK? Verify CM4 T1/E1 D/l A/B
configuration

!

Does FDL link pass
through DACS or
MDACS?

Verify correct
DACS
Map for T1, FDL

*Change SF to
ESF on both ends

Does FDL pass through
1 using SF framing?2

*Critical setting,
verify that SF was

intended

Make sure all Does any node 0
IMUX node FDL path have
numbers are duplicate node
unigue

Replace CM4

NO

Call Customer Service

IMUX2000S 9-9 RFL Electronics Inc.
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Troubleshooting

SONET Network Issues

Is unit powered?

WARNING Protective Circuit

Can you connect via

NQO

Does laptop connect to
USB Consolel?

NO

Go to Flow Chart #5

YES

Change trunk type

2000s Module

and data rate. Reboot

IMUX2000S
December 12, 2013

Always for "Replace 2000s"

IWhiIe replacing

| « Voltage rail selection
(+5/+15V)

* Check for heat issues
| * Check heat sink compound

*Replace 2000s

EMS?
In EIEIIS check VES
trun po.rt status <
and settings
Is trunk type correct? |Change
Identify and fix
Is optical power problem in fiber,
sufficient? remote SFP Module
remote 2000s

Is SFP properly
seated?

Reseat SFP

In EMS check TIM
port settings

See Section 4-1in
Upgrade
Instructions

Is TIM label incorrect?

Correct TIM labels
or fiber connections
as required

9-10

s condition of other end

Is topology type
correct?

*See note above on
2000s replacement

Back to START to
check the other
end

Change topology
and protection

RFL Electronics Inc.

973.334.3100



Troubleshooting

Ethernet Payload Issues

Go to Flowchart #3
SONET Network

Is SONET Network
OK?

Issues
Is SFP properly
seated?
In EMS, check
Ethernet
configuration

Are both Link LEDs
ON?

See Section 4

Enable port in
EMS. In EMS,
verify Ethernet
port status

Is port enabled
(check in EMS)?

Is Ethernet port
configured correctly for
both ports?

Correct
configuration

In EMS check
SFP status

® Repair,

® Reseat or

® Replace cable

® Repair fiber patch 1
® [mprove SFP range

Is optical power
sufficient in NMS or
measured?

NO

Is SFP status OK in
EMS?

Check cable

® Broken?

® Defective?

In EMS check See Section ® Incorrectly seated?
VCAT 4.4.2.2 in Upgrade Check Ethernet equipment

provisioning  Instructions ®Enabled?
® Transmitting?

Fix VCAT
bandwidth

provisioning Call Customer
—— )
Service

Are remote and
local VCAT bandwidth
allocation
identical?

Make all 2000s have
identical bandwidth
partitioning

Note: Cannot mix VT,
STS-1 or STS-3 blocks
for Ethernet port

YES

Are all Ethernet
configuration settings
the same on both

Are all 2000s bandwidth
Rartitioning identica

Replace 2000s

ports? Module
NO
Fix Ethernet port settings to Check External Go to Flowchart #3
match such as: Network Issues_> SONET Network YES
LCAS Issues
Scrambling
Encapsulation
IMUX2000S 9-11 RFL Electronics Inc.
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Troubleshooting

USB Console Access Issue

NO

Is cable in correct USB Try other

USB port

show in list on PC on
laptop?

Remove cable and
re-connect to port

Restart and
select correct
COM port

Is correct COM port
selected?

Was USB device
recognized?

Re-connect YES
USB cable,
then restart
application

Was USB cable
disconnected during an
active session?

If possibly, verify.
* Good USB

- Port

- Cable
® 2000s port

Does restart of VNMS
restore IMUX mgnt

Problem accessing

Un-install and re-

Is USB driver properly ! :
install USB driver

installed?

Exit VNMS

* Connect USB cable to
Console 2.

e Launch IMUX 2000s User

Access USB
In Manual refer to page x-x

MA-491 Commissioning

Try another USB
port on your laptop
or try another laptop

Did laptop recognize
other known good
2000s via USB2

Replace
Go to Flow Chart #8 2000s module

Always for "Replace 2000s"

YES Instgll correct EMS
version for 2000s or
upgrade 2000s
firmware

Did EMS report
mismatched software
versions?

IWhiIe replacing

I
I
|Change I
| * Voltage rail selection |
(+5/+15V) I

* Check for heat issues
| * Check heat sink compound |

IMUX2000S 0-12 RFL Electronics Inc.
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Troubleshooting

Ethernet Management Access
Local and/or Remote

Go to Flow Chart #7
"2000s SONET/SDH
Management Access Issues”

What module is not
accessible?

1. Check IP configuration, gateway, and
netmask of PC. Correct if necessary.

2. Check VNMS communication parameters for:
® TCP IP selected
® Node IP address is correct

3. Check configuration and functionality of
external Ethernet equipment.

4. Perform PING test to MA-491.

Issue resolved?

Exit VNMS
Connect via console 2.

Go to Flow Chart #8
» "CM-4 Serial Port Issue"

Launch
IMUX 2000s

user access USB

IMUX2000S 9-13 RFL Electronics Inc.
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Troubleshooting

2000s SONET/SDH
Management Access Issues

Remote NO
Go to Flow Chart #3
Local or remote?
Is SONET/SDH network "SONET Network Issues”

1. Check PC IP configuration. Correct if necessary.
2. Check 2000s IP configuration. Correct if necessary.
3. PING 2000s IP address and check for a response.

1. Check ability to PING remote IP.
2. In EMS, check DCC provisioning and OSPF
settings. Verify WAN.

Issue resolved?

g

Power cycle chassis

--—
Always for "Replace 2000s"

Issue resolved?

IWhiIe replacing
Replace 2000s modyle

use original
configuration |* Voltage rail selection
(+5/+15V)

| * Check for heat issues
| ® Check heat sink compound

See note

[
I
| change [
I
[
I

Contact Customer
Service

Issue resolved?

IMUX2000S 9-14 RFL Electronics Inc.
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Troubleshooting

CM-4 Serial Port Issue

Was IMUX USB
connection found?

*Replace 2000s and re-| +gee note below
check USB access

1. Check serial port configuration, IP
address, and netmask of MA-491,
with USB port 2, as per Quick Start
Instructions section 5.3.1 . Correct
if necessary.

2. Verify CM-4 SI0 parameters.

3. Re-seat, replace serial cable.

Fully configure 2000s
SONET/SDH module

Was USB access
restored?

YES Does the MA-491
respond to 3 escape

keys?

See Section 5 in this
manual

Contact Customer
Service

Replace MA-491 and
recheck USB access

Is serial terminal
available?

Fully configure MA-491
as per Quick Start Recheck
Instructions section 5.3.1.

Was user access
restored?

Connect serial cable
directly to rear of CM-4.
Configure comms to Contact Customer Always for "Replace 2000s"

match CM-4. Service I _I ______ -
Attempt to access CM-4] ) Replace 2000s

by typing "::;;" enter.

|While replacing

I

I

|Change |

| * Voltage rail selection |
(+5/+15V) |

| * Check for heat issues

| * Check heat sink compound |

YES Issue resolved?

Does CM-4 reply?

Replace MA-270R,

MA-275R (or similar)
’ DS1 1/0
Replace CM-4,
l provision as original
Replace MA-491,
provision as original

IMUX2000S 9-15 RFL Electronics Inc.
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Troubleshooting

usB

Local Connection
Type?

Ethernet

Go to Flow Chart #6
"Ethernet Management
Access Issues"

y

Go to Flow Chart #5
"USB Console
Access Issues"

IMUX2000S
December 12, 2013

Network Management - VNMS/EMS
Cannot Communicate with Nodes

Local Communication
OK?

Problem Remotely
Accessing IMUX

Common Modules

(Whole Node View)

Remote Connection
Type for VNMS?

Telnet

Go to Flow Chart #6
"Ethernet Management
Access Issues”

SONET/SDH
Network OK?

Problem remotely
accessing which type of
Modules?

Go to Flow Chart #2
"Remote T1 FDL

Access Issues”

9-16

Go to Flow Chart #3
"SONET Network
Issues"”

Problem Remotely
Accessing 2000s

SONET/SDH Modules

Go to Flow Chart #7
"2000s Management
Access Issues”

RFL Electronics Inc.
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Application Notes

Section 10. Application Notes

This section contains application notes, which are intended to assist the user in configuring their
IMUX 2000s unit(s).

Currently there are no Application Notes for this product.

IMUX2000S 10-1 RFL Electronics Inc.
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Section 11. Index

11.1 Index
Network Management Functions - 4-7
Index - 11-1
A Interface Overview - 2-4

Access Manager - 5-1
Advanced Functionality - 4-1 L
Application Notes - 10-1

LAN RIP Configure - 4-12
LAN, OSPF - Configure - 4-13
C LAPS - 4-1

LED Functions - 2-5

Changing Routing Prorocols - 4-6
Chassis Grounding - 1-1

Clock - 8-1 M
Clock Hierarchy - 8-2
Configuration - 8-1 MA-491, Port Functions - 2-6
Clock Types - 8-2
Holdover - 8-2
Internal - 8-2 N
SSM - 8-2
Compliances, SONET/SDH - 3-1 Network Application - 2-5
Network Example - 6-4
E Node, settings - 4-7
Effectivity - iv 0
Encapsulation - 4-1
Networking LAN - 4-7 Ordering Information - v
Statistics - 4-5 OSPF Global Configurable Parameters - 4-11
Status - 4-4 .
Ethernet Alarms - 4-6 OSPF Global Settings - 4-10
Event Categories - 6-1
Event Log P

All Events - 6-3
Event Log Interpreting - 6-2

Event Log, EMS - 6-1

Port Functions

. Front - 2-5
Event Logging - 6-1 Rear - 2-6
PPP - 4-3
G
R
GFP - 4-2
Revision Record - v
| RIP Global Settings - 4-9
Routing, enable - 4-8
IMUX 2000s EMS
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